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BUPUQATE 



Ii]:q>n3>ved Access, Infannation and Control of Equqiment and Facilities 



Ttis mvention relates to a commumcations system for controlling access to control equipment and facilities and 
providing management inf onnation on the use of those facilities using the commonlyused P^erTe3ct Mark-vp 
Language (EH^dL) and other humanieadable text based languages usedin'oveb pages in anovel "way. 

A tjpical control system in a modem office environment consists of a variety of independent hardware and software 
elemen t s often linked to management information systems by bespoke means. • 

Amednmi sized business environment will contain photocopiers, printers, door access control, car parldng control, fire 
alarm system, and temperature control system Ihese communicate by means of various communication Ijnloy such as 
Local Area Networks (LAN), Analogue Cabling, SerialLines, Fieldbuses, or even Satellite Communicadons. Ihis mix of 
devices and communicadons will be supported bydiscreteprogrammmg methods that are not the same across die entire 
enterprise. Ihis is not only inconvenient for both staff and mi^nagffngnt but it is also e3cpensive and inefficient. 

• . . i. 

The problem has been recognised by others and efforts are being made to address the issues by adopting conunon 
communtcarion standards. 



A specificatbn known as QOKB A (Comnaon Open Request Broker Architecture) has been devebped. Uus suggests a* 
simple approach but in fact it requires sophisdcated programming to achieve the desired result of a common system for ' 
users of office equipment arid facilities. ^ 

Another system known as GOB A (Goimected Open Building Automation) is a standardisation effort initiated by a 
consortium of 15 companies in the construction, building, automation, telecommuiucarions and inf ormadon technology 
industries. Ihis suggests an open standard for easy and secure access to buildings but to date it has not led to 
manufacturers sharing a single imiversal standard. 

^ r * 

* 

Neither approach has resulted in a single universal programming lar^uage that offers standard cormectivityfor all 
common office eqiitpment and services. 

Gcflgall y the conttpl syste m industry continues to develop products for specific markets (e.g, home, buildings, office 

• • • ' J 

.seaor develops relatively coniplex systems that are difficult to adapt across market 
''^^f^^'^.^^P^gy^'^ i^' simple to use and enables seamless cross-market development would deariy reduce 
business costs and create new rdarket striictures. 




1 



Access to on screen information across conoputer networks has largely been standardised by the aknost universal 
adoption of HTML (HyperText Masksp Language). However, the actual control of physical devices has not been 
accomplished by a simflar universal programming standari He methods currendy used are oftpn peculiar to one 
particular xype of physical device; for instance, the program that controls a security door would be different from that . 
used to aDow usage of a photocopier. 

It could be argued that the growth of the World Wide Web on the Internet coiald be traced back to the invention of 
HIML. HTML suffers from a lack of one feature that is important to programmers; it is stateless information is not 
lecainecl). In order to retain infonnation HIML progranamershacvec^ 

Gateway Interface) scripts, ASP (Active Server Pages) JSP (fava Server Pages) and PHP (Hypertext PrepjX)cessor). 
These server side technobgies allow designers to create applications that are dynamically generated. Often database- 
driven, these advanced sites can be updated and maintained more readily than static HIML pages. 

The transport and delrveiy mechanisms that led to the rapid e^ansion of the Internet require only minimal adaptation 
to become applicable to control systems. Technologies already exist that could be utilised to provide control systems 
that are far easier to develop and maintam than the bespoke solutions currently available. Ihe precise nature and mixture 
of products is a rnatter of choice. There is aplethora of products that can establish such an environment; a common 
open source system is a Linux server, running an Apache web-server, a MySQL database and a PHP service. Tliis 
conf^uration is becoming known under the generic term of LAMP (Linux, Apache, MySQL and PHP). The provision 
for flflfiiHonfll technologies to format and extend functionality such as Extended Markup Language (KML) and the 
SimfJe Object Management Protocol (SOAP) , promoted in some texts, creates cony lexity that is counter productive to 
the aim of providing a simple standard that could be used by casual programmers. 

According to the present invention there is provided a control system for physical devices as specified in Claim 1. 
According to another aspea of the invention there is provided a micro-conttoUer as specified in Qaim 26. 

4 

According to ftr>QfVif>i' aspect of die invention there is provided a oon^ter program as specified in Claim 27. 

According to another aspert of the invention there is provided a method for controlling physical devices as specified in 
aaim28. o3 ' ' 

w 

t 

Human readable text languages tised in web pages, such as HTML, are not only ^well known but also easy to learn and 
very sinq)]e to use. Their eiqploitation does not require specialists in information technology with a high level of 
knowledge and e^erience. 



In ihe ijiventioii text source code is returned froxn a computer in a toB page in response to a hypertext transfer protocol 
(hop) request. He source code contains data designated for control purposes. This is ekher encapsulated whhin a 
. structure or filtered from odier data within the returned source code. The structure could be a taUe, with fields 
con taining data relating to a control instruction or simply data delimited by a comma or some other character. 

* 

The inventbn eliminaf ps the need to use bespoke programming systems across a coxnputer network Iri the invention 
the control data is returned as human readable text in a web page. 

In the invention it is possible to locate and act upon control information using a common appxoacL 

Ibe invention will allow new office equipment to have a standard communications technology to be built-ia 

* 

The inventbn can be used with existing hardware; it is not necessary to re- e quip an office widi new equipment 

lie invention will allow control systems to be driven {rom data nontially presented oihScreeiL The relevant information 
is presented with some stmcture in order that a microcontroller program can easity identify and process control ) 
instructions. 

• « I 

• 

■ 

. Ihe invention will allow Graphical Objects to be presented on-screen as.a web-page allowing further simplification and^ 
control. For instance, a web-page displaying an icon of a closed door when clicked will open a door and the image wjll-ri 

■ 

change to an open door icon, or vice versa. ' 'ii 

The invention -roll allow a single technology to be shared, devebped and used for control appEcarion across vendor 
^boundaiies. 

The invention will allow on-screen application enor checking for developmem prior to commitment to micro-controller 
progranss. 

Ihe invention will provide the co m muni c a ti ons infrastracture for a solkl-state multi-functional control device. The need 
for a hard-drive or c om plica t ed operating system is eliminated. A sinaple micro-controller that can send an http request 
and receive the response will suffice. 

* 

Ihe invention can also be made available for training purposes. Knowledge about control systems could be disseminated 

in an intuitive way leading to greater understanding and devebpment, similar to the way in which HTML for web 

• . . • . ' . 

progr amming devebped. For example, an electronb tiaining bdard with lights switches and displays caii be connected to 
a home network Ahome coriiputer can dien be used to coinmunicate using the control system of the invention to 
control the board and observe the changes both on the board and the home corqniter using an Internet browser. In 



time this vtcaM help to de- tays6iy control technology. It might also lead to a new generation of users that xinderstand 
that device control can be simple. In time this coiild promote better understanding of control technologies and lead new 
opportunities in a variety of n^iarket sectors. 

lie invention can be recognised by any micro-controller that is capable of supporting network (UIP) port, with 

■ 

Transiriission Cont«3l Protocol/lnteniet protocol (TCy/IP) conn^ 

* 

The invention can be used by the micro-controDer for initialisation and configuration, thus enabling a general micro- 
controller to detercnine its operation from an Internet server. 

The invention allows control systems to be driven from information held in tables from applications such as 
spreadsheets. 

The invention provides the basis for the devebpment of a ubiquitous 'blackbox* network communication device that 
simplyplugs into a device on one side and the Internet on the odxer and instandy enables information exchar^e between 
the two, 

' - • 

The invention provides the ability of 'network enablir^' almost any device, 

the invention does not concern itself with the applications tfiat are used to generate the human readable tesi in web 
pages; hence it provides an open platform for practitioners to devebp using whatever means they prefer. The only 

* 

recommendation would be to structure the data. 

Ihe invention provides a structured adaptation of human readable text data in web p^es that could enable practitioners 
of control teclmology to teach a singjie methodology for device control 

The invention enables companies to establish a cashless infrastructure. 

A specific example of the invention will now be described by way of example widi reference to the accompanying 

* 

drawings in which: 

Figure 1 shows a typical office environment and how it can be controlled and monitored; 

•* • • > • , 

Figure la is a schematic representation of a control system of the invention -vtliere the controlled devke is a pnnter? 

Figure lb is a schematic representation of a control system of the invention where the controlled device is a m ac hin e 
tool; 



Pigyje 2 15 a flow diagiam iQustiadBg the operation of the system in general terms using the example of an authorised 
peison gaining access to a security door; and 

F^;ure 3 is a diagram illustrating the pro grams that interoperate in order to es^lish communications b etween the 

m 

micro-controller, the device connected to the micro-controller and a networked computer (server). 

a 

In Figure 1 it can be seen that wlien a person requires enoy through a security access door 1 for example he identifies 
himself by inserting an identity card into a swipe card reader 2. llie sriripe card reader 2 interfaces with a micxo- 
controller program 3. Hie micro-controller program 3 receives card data. The user identity that is contained within the 
card data is sent by means of a network request 4 to the server 5. A server program 6 iiispects the database 7 for 
matching infor m atiorL If the user identity is valid the person's actual namf* ]$ returned with table data maikers 8 to the 
micro-controller program 3 via die server 5. 

The door 1 could be any control requirement and examples in an office environment nught include a photocopier, a car 
park barrier, fire alarm system, ten^erature control system, printer etc. The lock 9, which coiiirols access via door Ip. 

c * 

t 

actuator like a solenoid or micro-switch for example. '■- 

k - 

Ihe client man a g ement information system 10 permits a manager to communicate with the database 7 via a reportir^ 

jfW 

application (not shown). 

. ..• 

* '4 I < 

In the prior art the rciicro-controller program 3 is vendor specific but in the present invention it replaced by a standard 
program that looks for patterns in data and strips out relevant informatiorL This type of program is often referred to as 
a parser. This parser inspects HTML code and selects relevant information depending on nature and context. Hiis 
information facilitates some control requirement. This method is simple and uses open standarxls. 

In the prior art a network request code 4 is vendor specific but in the present example it is replaced by an Internet 
request^ ie. hop:/ / www.some-site.com. This replaces the plethora of complex network request methodologies cunendy 
available. 

In the prior art the server 5 uses software that is vendor specific but in the present example is replaced by an open 
database driven server architecture. This enables servers to* be configured and used for control requirements by a far 
larger community of people. 

In the prior art the dataibase 7 would use software that is vendor specific but in the present invendon the database 7 can 
be nonrvendor specific using simple, affordable databases and providing users with greater flexibility and choice: 




Refening now to Figure la, a person (not shoMm) at the terminal 1 submits print jobs to the computer 5. Ite print jobs 
are stored in the computer 5 together with the person's identity, ^en the person requires the print job he i d en tifies 
himself by inserting media canying identity informadon into the swipe reader 2. Ihe swipe card reader 2 mterfaces with 
a micro-controller program 3. Iheinicio-controller program 3 receives card data. The user identity that is contained 
widun the card dau 4 is transnoitced to the computer 5. A conoputer pK^^am n aa t c he s the stored print jobs widi die 
user's identity and bcates any naatches. Matching print job data 8 is transmitted to the micro-controller program 3. lie 
print jobs are displayed to the person as a selection list on an LCD display 9. The person sefects print jobs using the 
buttons 10. lie micrt>-controller program 3 transmits job rdease selecdon information 6 to the computer 5. The 
person's credit status may also be checked via the database 7 before proceeding. The computer 5 releases the selected 
print job 11 to the printer 12 via the micro-controller program 3. After the print job has printed the micro- controEer 
program transmits completion data 13 to the computer. The coniputer records print job completion data in the 
database 7. The database 7 provides transaction bggmg. 

Referring now to Figure lb, a person at the terminal 1 stores a human readable machine tool program file onto the 
computers. Ihe inadbine controller 2 requests a niachine tool progranL Ihena^^ 

request. The micro-controlkr program 3 passes an hop request for the fit 4 to the compo^^ The computer 5 may 
also bg the file request into the database 6. The computer 5 transmits the machine tool program 7, via http, to the 
micro-controller program 3. The micro-controller program 3 parses the control data and passes control data to the 
machine controller 2. The database 6 provides transaction bgging. 

The database is a repository of information. 

In the case of mctrhme- tools, in addition to a set of generic instructions suitable for instructing a type of machine tool 
controller to machine a work piece, it is necessary to add what is known as post processir^ information particular to the 
actual fP^Mnf^ tool controller beir^ used to the set of generic instmcrions in order for the work piece to be properly 

* 

fm;c^/>f^ The invention allows post processing information to be accessed easily, particularly if that information is heU 
on a database. 

The database maybe not required in all circumstances. However, amongst its uses, it can provide the micro-controller 
program wirii dynamically changeable data. The micro-controller accesses this data by transmitdr^ a hypertext transfer 
protocol (ht^)) request This request triggers a program on die computer diat can access, the data 'm a database. This is a 
well-tmderstood and known practice. The request will by its nature return information in a form diat assumes daat die 
data is destined for a web-browser. la fact, a rnicro-controller program will receive the data. The micro-controller 



program must therefore ignore infonnatioa designed for web-brcrwser tesdabSky and instead find the control 
information rdevant to the request. In order to simplifytheniicro-controner program 

computer program returns structured control data. Hiis may be accomplished by delimiting the data wth commas or 
some other character, or even better in a table. 

Por simplicity, the database is described as a singje entity, ho\9ever in practice the sources and storing of iof ormarioh 
may be several and have differing t)pes. 

« 

Ihfi micro- controller program does not always require data from a database. In the exan^le of the machine tool 
controller the database is not a functional requirement. Hbwyer, its ability to offer the facility pm^ifip^ a rr^^rhonUrry • 
for providing information that Tvould otherwise be generated by limited and bespolse means. Hie micn>controller 
equipped with a UTP port with TCP/IP connectivity is capable of supporting various communicadons standards. Ibe 
ability to receive HIML data and parsing it is an addition designed to offer an alternative to bespoke communicarions 
control systems. 



required 



could control devices widiout requiring network connection. However, this wouU limit its furicdon. In order to adapt 
to mukiple requirements network connection is required Hxe faa that, in this application, the netwoik connection is 
supported by Internet standards provides additional versatility. 

F^ure 2 is a flow diagram that illustrates the operation of die system in general terms using die exan^le of an audiorise( 
person gaining access to a security door. Mkoy other devices couU be controlled such as; photocopiers, printers, car- 
park barriers, vending machines, cash tiDs. 



The control of such devices usii^ a common c o mmunications standard obviously benefits companies by the advantages 
available from economies of scale. Moreover, it provkies die ability to cross-market boundaries with the same 
coiinectivity available to manuf acuuing industries to control devices or provide qualitycontroL For example common 
machine tool controllers such Heidenhain and Fanuc couU be enhanced by HTML enabled mkro-controllers. 

Figure 3 ilhistrates communication between three programs diat demonstrate the bask requirements of the control 
protocol and its operation. Program A makes an http requestj Program B serves the request, perhaps byway of a 
database request; Program C bcates control data and provides some control function. 

Wsh fuidier reference to Figure 3, a descrption and actual code for Program Cis provided below ^wiich reveals how it 

♦ • 

locates user name information. In this case if a valid user identity were found the micix)-controller m%ht engage a 



solenoid. The pix^ram provides the basic kao^edge required to develop an underst and i ng of the Internet request and 
reply and indicates how the reply could be used to perform a control funcdorL 



The program assumes that the user tiamp ^ be f o\md between HTML table data markers. The program creates a 
variable TierNAME' into vAjch the data can be stored. The program searches the xveb-page (HTML) until a table data 
marker is found. The dm between this marker and the next end of table marker is then stored in the variable. • 



Description 


Program C running on rmcro- controller 


Inidalise variable to store user name. 


UserNAME[0]-0; 


Loop 


yMe ((c <M ^ (bserlS£AME[0] -= 0)) 
{ 

• 

if (c >4 668c 


■ 

* 




• 

buffet[c] ~ •>• &&bu£fef[c-li == 'd' && 


While not end of buffer data (web 


buffeitc-2] -= V && buffei[c-3]' — ' <) 


page) 


* 

{ 


Search each line for <xl>marker 


• * 

i«0; 


inHIMLpage 


^e (c <len- 5 && buffer[c+l] != '< 


If <td > found store data between 


&&bu£fer[c+23!-'/' 


diis and the next <d>. 






&&;buffer[c+3]!-V&& 


EndWhile 

• 


buffer[c+4] I- 'd' 


Store data in variable. 


&&:buffer[c+5]l-'>) 


• 

EndLoop 


• 

{ 

• 


• 

Copy contents of buffer into 


* 

■ 

LfeerNAMEH - buffer[c+l]; //read data into 


l^erNAME. 


UserNAME 

■ 





//piintfCc-%d b[c]=%c i=%cl 


1 t 


UerNAMEH-%c\n%c,buffer[c+l]j,UseiJ^^ 


1 V 




i 1 


C++; 

* 


1 


} 


Terminate UserNAME 


TJ&eiMAME[r|=0; 

• 1 

1 




Success « 1; 


1 \ 


i j 


1 ■ ' 


C++; 

* * 1 




- « 1 
■ * ' 1 



The control data could be provided to Program C (micro-coiitioller) mhout ai^r structuie. HDwever if control- data is 
formatted between table marfeers it makes it easier for tie nricro-cotBrolkr program to locate relevant data. = 

This strategy enables sqjaration of ia5>lementarion from interfo^^ • 
program a computer port direcdy or understand tbe protocols used. Hie interfaces (not showx^ can be packaged in 
terms of objects and made known to the micro-controller program, ie. expressii^ the request in a hi^level form of 
language (e.g. open port ;A, close port B - not showc^. 

Has presents casual and dedicated devebpers alike wii the lekrvelysimple task of creating a web-page that appears to 

* 

be automaticalljrread bya micio-controner that is used to designate some control requirement like a security access 
door. 



A control system for controlling a physical device induding a computer, a controlled device, and a micro- 
controller having input means and output means, the controller including micro-controller software, 
'wherein the micio-controller software is programmed to generate a hypertext transfer protocol request 
(^ttp) upon recent of an input signal by the micro-controller input means, which request is transmitted to 

■ • 

the computer via die ouiput means, wherein the transmission of data from the device to the computer is 
performed by the micro-controller, and wherein the micro- controlled software is programmed to receive 
text data contained in a "web pa^ the said data including control inf ormadon, and upon receipt of such 
data the micro-controller software identilSes the control information contained in the web page, and allows 
a control signal to be sent from the computer to the controlled device. 

A control system according to Qaim 1, wherein the text data contained in the -web page is -written in 
H^perText Markup Lasguage (PIIML). 

A control system accordir^ to Qaim 1, -wherein the text date contained in the web page is written in the 
American Standard Gbde for Ixiformation Interchange (ASQI). 

A control system according to any preceding daim, wherein the controlled device receives a control signal 
via the microcontroller, the control signal causing the controlled device to perform an operation 
dependent on the nature of the information carried by the control signal 

A control system according to any preceding daim, wherein the coroputer receives the http requests 
generated by the micro-controller and generates an output si^al contained within text data in a web p^ 
for transmission to the.mlcro-controller, and ■herein on receipt of the said output signal the micro- 
controller performs a control operation on the controlled device. 

A control system according to preceding daim, wherein the micro-controller includes a filter, the filter 
allowing passage of control information concauned within the text data, and preventing passage of other 
data contained within the text data. 

A control system acoordii^ to ar^preceding claim,' wherein the filter is a text parser. 
A control system accord^ to Qbdm 7, wherein the text parser is anHIML parser. 
A control system according to any preceding daim, further including a database. 



A coiuxol system accoxding to Qaim 9, ^niiereiii the system cowpzies iaformadon associated an http 
lequest from the nucxo-controller "whh iof oxBudon stored on the database, and 'wherein if the coixq)arison 
meets a.cdteria the con^puter generates a control signal for controlling the device, and if the coniparison 

■ 

does not meet a critena the computer does not generate a control signal for controOing the device. 

A control system according to Oaim 9, ^njierein events that occur in the system are recorded in the ' 
database. 

A control s)!stem according to Gaim 11, herein http requests generated by the micro-controller software 
are recorded in the database. 

4 

A control system according to anypxecedii^ claim, 'wherein the said micro-controller is part of the said 
computer. 

A control system according to anypreceding ckim, -wherein the controlled device.is a machine tooL 

» * 

Acontrol system according to Qaim 14 when dependent on Qaim 9, "wherein the machine tool sends a 
signal to the micro-controller via the ixiput means requesting machining instrucdons, and wherein the 

* » 

generates an http request requesting the machining instructions from the computer, and ■ 
the coxx^uter interrogates the database for marlimtng instructions for the said muMn^ tool,"and wherein 
if instrucdons for the said mgrViing tool are located on the database, the said instrucdons axe trainsxnitted 
via the computer-to the micro-controller with a control signal contained in a web page commanding the 
micro- controller to allow passage of the said instructions to the said marhinp tooL 

A control system according to Qaim 14 or 15, wiierein the xnachine tool sends a signal to the xoicro- 
coxitroUer via the input means identifying the said machine tool, and wherein the xnicro-controUer 
generates an http request to the computer requesting processing information unique to the said xnachine 
tool, ai}d 'vdierein the said imique processing ixifoxmation is applied to iiistructioxis traiisxnicted to the said ' 
machine tooL 

A control system according to any of flaims 1 to 13, wherein the controlled device is a printer, or a 
photocopier, or a fax machine, or an access barrier. 

• m 

■ • • > • 

Acoxitrbl system according to Qaim 17, wherein the xnicro-controller input "means is a swipe card reader, 
and whereb personallyidexitified infoxmation related to die controlled device is stored on die conxputer, 



and viiexL a stripe card is passed thtoug^ die swipe card reader an http request induding the personal 
identity of the card holder is sent to the computer, and wherein the said personally identified information 
held on the computer having a personal identity matching the personal identity transnaitted in the http 
request is transmitted to the micro-controller, and wherein the micro-controUer transmits information 
release data to the computer which transmits the information to the controlled device via the micro- 

■ 

controller. 

19. A control system according to Claim 18, wiierein the system further comprises an inter- active display, and 
' wherein information held on the computer having a personal identity msttAim^ the personal idendty 
transmitted in the http request are displayed on the inter-active display. 

20, A control system according to Qaim 19, wherein the information displayed on the inter-active display may 
be manually selected using the inter-active display. 

2h A control system according to Claim 19 or 20, whereia the personally identified information comprises 
print jobs, or photocopier jobs, or fax jobs, or access permissions. 

22. A control system according to any preceding daim, wherein the data contained in the text of the web page 
transmitted to the con^>ucer in response to an http request is marked. 

23 . A control system according to Claim 22, wherein marking data consists of tabulating said data, or placing 
said data between con^uter readable markers. 

24. A control system according to anypreceding daim, wherein the conyuter is a server. 

25. A control system according to Claim 24, "ndierein the server is an Interoet server, or is a network server. 

• ■ 

26. ' A micro-controller suitable for use in a control system according to anypreceding daim. 

27. A computer program comprising computer program instructions which, when loaded into the micro- 
conttoller constitute the micro-controller software of the control system of any of Claims 1 to 25. 

28. A method of controHir^ a physical device using a control siystem according to any of Claims 1 to 25, 
comprising the following steps: 

the micro-controller software generates an http request upon receipt of an input 
s%nal by the micro-controller input means; 



txansinitdng data fiom the device to the coniputer via the micro* controller; 



ii^ the micro-comroller software receives a page containing text data and identifies 
control information contained in the xai data; and 

iv) enabling a control signal to be sent from the computer to the controlled device. 

29. A control sysxcm. sxibstantially as described vvith reference to, 2nd as shovm in the drawings. 



^stxact 

A control system for controllmg a physical device includes a computer, a controlled device, and a micro-controller 
having input meaos and output means, the controller including micro-controller software, herein the micro- 
controller software is programmed to generate a hypertext trazssf er protocol request (http) upon receipt of an input 
signal bythe micro-controller input means, vAush request is transmitted to the computer via the output means, 
\19herein the transmission of data from the device to the coioputer is performed by the micro-controller, and 
-Q^ieiein the micro-controlled softv^are is programmed to receive text data contained in a web page, the said data 
jnrliiHing contiol information, and upon receipt of such data the micro-controller software identifies the control . 
information contained in the web page, and allows a control signal to be sent from the computer to the controlled 
device. 
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